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§ 1.01.  Introduction.
In his National Strategy for Homeland Security, President George W. 

Bush identified four foundations on which the framework for the nation’s 
homeland security efforts would be based.2 Information sharing and infor-
mation systems are among these four foundations.3 The importance of inter-
connected information systems to the nation’s homeland security efforts is 
clear. Homeland security officials will not be able to make timely decisions 
or take appropriate action without access to information and an effective 
means by which the information can be shared.4 

Not only is the need to share information a key component of homeland 
security, but there has been a recognition that adequate information privacy 
protections also need to be implemented in connection with the increased 
sharing of information. Government data mining proposals and initiatives, 
for instance, have pushed the antiterrorism-versus-privacy debate to the 
forefront. The United States will be using information, for purposes that 

2 Office of Homeland Security, The National Strategy for Homeland Security x-xii (July 
2002)(hereinafter National Strategy for Homeland Security). “The National Strategy for 
Homeland Security also describes four foundations—unique American strengths that cut 
across all of the mission areas, across all levels of government, and across all sectors of our 
society.” Id. at x.
3  The other three foundations on which our nation’s homeland security efforts will be 
based are “law, science and technology, . . . and international cooperation.” Id.
4  “Information systems contribute to every aspect of homeland security.” Id. at xi 
(emphasis added).
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were not anticipated when the information was collected, in connection with 
identifying and locating individuals suspected of terrorism and in connection 
with efforts to predict terrorist activity. 

Importantly, the debate regarding information privacy issues associated 
with increased information gathering and sharing in connection with the 
nation’s antiterrorism efforts began with the inception of the Department of 
Homeland Security (DHS). DHS’s Chief Privacy Officer described DHS’s 
understanding of the importance of considering the potential privacy implica-
tions of homeland security initiatives and DHS’s commitment to preserving 
individual privacy while, at the same time, protecting the nation’s security 
as follows: 

The responsible stewardship of personal information is fundamental 
to the Department’s successful achievement of its mission. This 
mission is not only to protect our people and our homeland; it is to 
protect our way of life. Personal privacy is central to that way of 
life. Privacy is a core value, universally recognized, and a value long 
recognized in American law and jurisprudence. Because privacy is 
so essential to our way of life we recognize that the protection of 
privacy, of the very dignity and autonomy of the individual, is not 
a value that can be added on to this or any other organization as an 
afterthought. Thus, I am so pleased that the Privacy Office has been 
operational within the Department of Homeland Security from its 
earliest days. We will continue to work to ensure that privacy is 
woven into the very fabric of this organization as a guiding principle 
and value.5 
While the government is the repository for certain data, the private sec-

tor is also a critical, and in some cases the primary source of information 
about individuals and critical infrastructures. The information held by the 
energy industry is a prime example of information held by private sector 

5  Letter from Nuala O’Connor Kelly, Chief Privacy Officer, United States Department of 
Homeland Security, Privacy Office Report to Congress April 2003 – June 2004, available 
at http://www.dhs.gov/interweb/assetlibrary/privacy_ annualrpt_2004.pdf (hereinafter DHS 
Privacy Office Report).
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entities that might be important for the nation’s homeland security efforts. 
The energy industry has the potential to be a key source of information about 
customers due to the large number of customers it serves. For example, the 
United States Energy Information Administration reports that there were 
134,449,825 electricity customers in 2003 of which 117,092,348 were 
residential customers.6 

The private sector, and in particular those members of the private sector 
that might be a source of information about individuals and critical infra-
structures, might receive requests from the government for information that 
the private sector maintains. Recipients of such requests must be careful that, 
in their effort to assist in the nation’s homeland security efforts, they do not 
violate the privacy of individuals about whom they maintain information. 
Businesses that maintain information about critical infrastructures should 
also be aware of the level of protection afforded to information about critical 
infrastructures that they submit to DHS.

The security of the information contained in the nation’s information 
systems, including those maintained by the private sector, will also be vital 
to the information sharing and systems component of the nation’s antiterror-
ism efforts. As the collection, use, and exchange of information increases, 
adequate security protections will become even more critical. 

§ 1.02. Department of Homeland Security (DHS) 
 and Other Federal Agency Information Privacy 

Initiatives in Connection with Homeland 
 Security Efforts.

[1] — Department of Homeland Security (DHS) Privacy  
 Officer.
Recognizing a need since the inception of the Department of Homeland 

Security to consider the impact of homeland security efforts on individual 
privacy, Congress included language in the Homeland Security Act requir-
ing the establishment of a comprehensive privacy operation including 
the establishment of the DHS Privacy Officer and the appointment of an 

6  United States Energy Information Administration, Electricity Quick Stats, www.eia.doe.
gov/neic/quickfacts/quickelectric.htm (last visited June 28, 2005).
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